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NO.1 You are attempting to work through a user complaint with the CWNP-recommended
troubleshooting methodology.
What must be clearly identified in order to reduce the number of possible causes at step three?
A. The user name
B. The problem
C. The device type
D. The user's IP configuration
Answer: B

NO.2 You are working in an organization that has implemented an SCA-based WLAN. You want to
change the RF channel for a single AP.
What can you do to perform this task with some SCA solutions?
A. Access the AP using SSH and change the channel
B. Access the AP through the console port and change the channel
C. Access the AP using Telnet and change the channel
D. Convert the network to MCA
Answer: D

NO.3 You view a protocol analyzer capture decode with the following protocol frames listed in the
following order (excluding the ACK frames): 1) 802.11 Probe Request and 802.11 Probe
Response 2) 802.11 Auth and another 802.11 Auth 2) 802.11 Assoc Req and 802.11
Assoc Rsp 4) EAPOL-Start 5) EAP Request and EAP Response 6) EAP Request and EAP
Response 7) EAP Request and EAP Response 8) EAP Request and EAP Response 9)
EAP Request and EAP Response 10) EAP Success 19) EAPOL-Key (4 frames in a row)
What are you seeing in the capture file?
A. WPA2-Personal authentication
B. Wi-Fi Protected Setup with PIN
C. WPA2-Enterprise authentication
D. 802.1X with Dynamic WEP
Answer: C

NO.4 You are troubleshooting problems with DHCP in relation to lightweight APs. They vendor class
identifier (VCI) is not specified in the DHCP server. When you contact vendor support, they inform
you that it is not necessary.
When is this information true?
A. When only one client option 43 value is required
B. When only one AP exists on the subnet
C. When the DHCP server is directly connected to the subnet
D. When only one client option 60 value is required
Answer: A
Explanation:
The DHCP server should be configured to provide the IP address information to the APs, but it may
also be required to pass information for option 43. Option 43 is a vendor information option and can
be used for any vendor purpose. The vendor class identifier
(VCI) (for example, "Cisco AP c3600") is used with option 60 to determine the appropriate
information to return with option 43.
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NO.5 ABC Company requires the ability to identify and quickly locate rogue devices. ABC has chosen
an overlay WIPS solution with Wi-Fi sensors that use dipole antennas to perform this task. No other
sensors are included. Use your knowledge of location tracking techniques to answer the question.
Which one of the following location methods is not available in the described system?
A. GPS Positioning
B. Time Difference of Arrival (TDoA)
C. RF Fingerprinting
D. Trilateration of RSSI measurements
Answer: C
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